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* Easily secure complex

email environments

* Integrate with and extend your

security ecosystem

* Getworld-class email

security efficacy

* Customize policies
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Cloud gateway suite

Your Al-powered email security &
resilience companion for M365 and
Google workspace

Phishing, ransomware, credential theft, and

spam are just some of the email threats your
organization must combat. And as attackers
increase focus on platforms like M365 and
Google Workspace, a layered email security
approach has become essential. Get the
strongest possible protection for the top attack
vector and keep even the most complex email
environments secure with Mimecast — the leader
in email security for 20 years.

Protect the top attack vector

A Secure Email Gateway in the cloud, Mimecast
Email Security Cloud Gateway is designed to
keep even the most complex email environments
secure. From customizable policies and granular
controls to a broad range of complementary
solutions and integrations, it's the ideal solution
for IT and security teams that want to control risk
while also taming complexity.

mimecast Cloud .
Gateway.suite

mimecast

Key Benefits:

Secure any type of email environment
- M365, Google Workspace, on-premise,
cloud, hybrid

Block the most dangerous threats with
Al-powered detection

Customize policies to meet your
specific needs

Easily manage large and complex
email environments

Automate threat remediation
Keep email flowing, no matter what

Allow limited resources to spend less
time on tactical tasks

Scale up or down as needs change
Speed reporting and auditing

Identify and rapidly remediate brand
spoofing attacks

Make employees part of your
security fabric

Simplify data governance and
compliance

Easily integrate Mimecast with your
larger security ecosystem

More than 90% of cyberattacks start with email. Get world-class email security designed for

your organization’s unique needs with Email Security CG.

Visit mimecast.com to learn more




Cloud gateway suite

Advanced detection
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Al-powered, multi-layered malware protection
against known and zero-day threats

Support for AAA, FAA, frequent M&A

Support for M365, Google Workspace, on-
premise, hybrid, and more

URL re-writing of all links in emails, with time of
click scans to protect users from malicious sites

Quishing defense through detection of QR codes
in emails and deep scanning of URLs

Scanning for and blocking of malicious URLs in
email attachments

Static file analysis and pre-emptive attachment
sandboxing to protect against weaponized
attachments, with safe-file conversion

of attachments

Sophisticated protection against social
engineering, homoglyph/homograph deception,
and impersonation attacks

Al-driven email warning banners, surfaced and
updated in real time across devices based on
risk level

Removal of embedded email trackers to limit
attacker reconnaissance

Detection of potentially misaddressed emails to
defend against data leaks

“We were really impressed with the
flexibility of the solution and how

intuitive it was to customize Mimecast
to our specific requirements.”

Leading Pharmaceutical Provider

mimecast

Analysis of internal and outbound emails to
protect against compromised, careless, and
malicious insiders

Remediation of unsafe, unwanted, or malicious
emails, automatically or manually based
on preference

Threat Feed, Mimecast's threat intelligence

API, enables you to view Mimecast information
about threats to your specific tenant and threat
trends in your region in the SIEM, TIP, or SOAR of
your choice

Easy integrations to vendors like Splunk,
Crowdstrike, Netskope, and more

Key Features:
Resilience, simplicity, and scale

e Centrally administered via a single,
web-based administration console

* Automated synchronization with
Active Directory for policy and
access control

e Monitoring dashboard for email
gueues and services, with SMS and
email alerting

* Advanced routing capability
supporting real-time view of all
SMTP connections and rejections

Detailed transmission data for
every email processed by Mimecast



